
 
 

Questions on Remo Info Security 
1. Who is appointed to manage the information security program?  Our CTO 
2. Do you manage your information security practices to any industry-recognised 

frameworks (eg NIST, ISO 27001, COBIT)?  Yes 
3. Do you have documented security processes that are approved by management, which 

includes an exception process from standard practice? Yes 
4. Do you maintain any specific information security compliance certifications? ISO 27001, 

ISO 27017, ISO 27018, SOC 1, SOC 2, SOC 3,  
5. Do all your people receive ongoing communication of security responsibilities, policies 

and procedures Yes 
6. Are your data centres managed by third parties? Yes 
7. Do you do your own software development Yes 
8. Are there architectural standards in place for all development projects? Yes 
9. Are security requirements formally defined and tested for all development projects Yes 
10. What are the primary development technologies/environments used? Nodejs, 

Expressjs, Reactjs, Firebase, MongoDB 
11. Are your people able to access business or customer data with mobile devices or while 

off the company network? No 
12. Are procedures in place for requesting, reviewing and approving access to all IT assets, 

and is proper segmentation of duties maintained in these processes? Yes 
13. Are technologies in place to ensure user authentication for all critical assets and 

privileged access? Yes 
14. Are log files regularly reviewed for anomalies? Yes 
15. How long are system logs maintained for surveillance and forensics? 7 days 
16. What kind of encryption or security measures are used to transfer data over the 

internet? AES cipher with 128-bit keys to encrypt audio and video, and HMAC-SHA1 to 
verify data integrity. 

17. Is all customer data encrypted while at rest? Yes 
18. Are all information technology assets tested for vulnerabilities prior to deployment? Yes 
19. Are all backups encrypted? Yes 
20. Are third parties used for backup retention or recovery? Mongo Atlas 
21. Have assets been allocated for disaster recovery and business continuance to ensure 

uninterrupted service? Yes 
22. In the event that a contract is terminated, can all customer data be returned to the 

customer? Yes 
23. In the event that a contract is terminated, can you certify that copies of customer data 

are destroyed? Yes 
24. Is customer data ever used in development or testing environments? No 
25. Do any of your suppliers have access to the data of your customers? No 
26. Does the application have data masking features? No 
27. What URL or web address is used to connect to a customer instance? Live.remo.co 
28. List the countries where customer data or the service consumed by the customer is 

processed or stored, including for load balancing and service resilience USA 
 



 
 

Questions on Remo architecture 
1. Describe the architecture landscape of the application Web based 
2. What operating systems are supported? MacOs 10.13+, Windows 10 
3. Provide examples of production specifications and volumes handled Scaled up cloud 

service. Currently handling 4000 DAU and can take up to 5000 DAU. 
4. What is a typical response time? 100ms 
5. Is the current userbase global? Yes 
6. What protocol is used? Websocket 
7. Define the minimum requirement levels for software browsers Chrome 77+, Safari 

12.1 +, Firefox 76+ 
8. What mobile devices are supported? Mobile phones with chrome or safari 

browsers 
9. What infrastructure is used? GCP - Google cloud platform 
10. What development technologies are required? NodeJs 
11. Is there any software that must be licensed separately to the application? No 
12. What internationalisation support is provided? All countries across the world are 

supported in terms of time zones, currency is USD and language is English. 
13. Are any client-side browser modifications required? None 
14. Is production data used in non-prod environments? No 
15. How is the application checked for health and performance? Manual health check 

with response times checked 
16. Can the customer create custom reports? Depends on the report required 
17. Can the customer add new functionality? No 
18. How can a customer theme and branding be applied? Redesign the floor plan and it 

is applied to your account 
19. How does authentification work?  Is SSO available? SSO is currently being piloted 
20. Does the software have the ability to integrate (bidirectional) with other data 

sources? Currently integrates with heysummit and Zapier 
21. How is new functionality identified, approved, implemented and communicated to 

the user community? New functionality is identified by asking users for feedback, 
approved by the management, built by the engineering team, tested by the QA 
team, released to the end users. The new updates are communicated via an email 
to all the users. 

22. What is your release schedule? Every 2 weeks on Monday morning HKT 
23. Do you use open source software? No 
24. Do you provide an audit trail to record user transactions? No user payments on the 

system 
25. What is your technical support process? Chat support is available 24*5 for technical 

issues 
26. What are support times? Our support currently is 24*5 HKT. 
27. Does the customer have any control over applying patches to the application? No 


